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Partnership

— Who are our (research) partners?
— Can they reach all (4) sectors?

— Do we have some interesting story?

The Return of Coppersmith’s Attack:
Practical Factorization of Widely Used RSA Moduli*
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COMPLETELY BROKEN —

Millions of high-security crypto keys crippled
by newly discovered flaw

Factorization weakness lets attackers impersonate key holders and decrypt their data.

DAN GOODIN - 10/16/2017, 1:00 PM
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Enlarge / 750,000 Estonian cards that look like this use a 2048-bit RSA key that can be factored in a matter of days.
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Consortium building

— Contribution to EU

— Academia
— Industry (established!)
— Government / Public

— Soclety
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Excellent Cybersecurity R&l is running at 4 universities, 2 in both South Moravia, 2 in Estonia.
They are the source of knowledge and skills of CHESS.

v v \4 v v

22,104 employess in ICT ICT sector accounts for ca. 12% of Estonian GDP.
5,6% employees in high-tech (EU avg. 4,2%)
‘= CYBERNETICA

1300+ employees in the cybersecurity sector.
Home to R&D of global ‘ : ~
leaders in end-point security g ua rdtl me —
ICT in Estonia is vibrant, dynamic, and innovative.

AVAST & ESET. Red Hat
Estonia generates most unicorns per capita in Europe
Largest Red Hat R&D site worldwide (World's leading (7 so far, e.g. Skype, Bolt).

provider of enterprise open source solutions).
\/ \ 4 \/
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Industry

Cze’ach national authority for cybersecurity, W Estonia is a global leader in adopting e-
©  NUKIB, has its HQ in Brno, South Moravia. W government solutions. Republic of
(] - . . o
c 9 Estonia Information System Authority
c N U K | B (RIA) is responsible for their security.
=
g Ay 25 " CSH in South Moravia and EISA in Estonia t=" | csroman
ersecurt
(’o wyn:vation i’ Interfaces between academia, industry, E‘F' Ll
— government & society on national level. o T i

v v YA\ v \ 4
I I E Interdisciplinary Research Tea  Internet and Society (IRTIS) at MUNI: social,
psychological, sociologicaland

polifical implications of the use of ICT.
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the quardruple JOURNAL OF PSYCHOSOCIAL RESEARCH ON CYBERSPACE deliver cybersecurityto CICHNOVA
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Project design

CHESS

— Target challenge areas based on

New generation of cybersecurity
challenges have emerged with

the ongoing advances in POSt'Quantum
lquantum computing. We need to cryptogra phv

boost research
on post-quantum cryptography.

common research interests (6)

— Broad areas with high degree of

Human-centric

laspects (with strong involvement H
of social sciences and Secu";ty .
humanities) is integrated Preservation in

horizontally, through

security research.

flexibility

Human-centric .
Security

Aspects of curity
CyberSecurity Challe::nﬁcleE :Sreas of Certification
‘ -

— All challenge areas co-led by both

technological challenges

-
industry & government with
recent academic advances.

Software

Fuelled by interestin
cryptocurrencies and smart
contracts, blockchain has much
more to offer — if we cope with

cybersecurity training and usable, BIOCkCha'“ challenges such as security
preservation.

Three areas focus on current Verification of Internet of
hrough facilitating connection of] Trustworthy Secure Things

CHESS challenge areas respond to:

Intermediate opportunities Future challenges

Immediate needs



M1-M18
(Thematic Working Groups)
Mapping the Ecosystem

Project workplan [ gy EEEEEE

M7-M24
(StrategyBoard)
Consolidating Strategy to
Promote the Excellence and
Impactof Cybersecurity R&I

in South Moravia and Estonia Strategy for Cross-
Regional Collaboration
in Cybersecurity

Trainingand knowledge
transfer needs and
opportunities (SWQT)

M1-M48

Training & Education
Schools,Seminars

—Work plan as simple as
possible (5 WPs)
— All WPs co-led by both

Workshops, Summer

M19-M30
(Brokerages)
Engaging the Innovation
Ecosystems

Action Plan for each
Research Area

M1-M48 R&I Projects
R&I actions designed to supportstrategy building, providing support for

M25-M42
(Thematic Working Groups)
Turning Strategies into
Actions

planning future actions

noadmap for Cross-
Regional Collaboration
in Cybersecurity
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M31-m48
(Sustainability Task Forces)
Mobilizing Resources for the InvestmentPlans

Future Applications
for Funding

main axis e

Dissemination, Communication, Outreach Innovation Ecosystem Support
Conferences, Papers, Lectures, Citizen Science Entrepreneurship, Tech Transfer, Start-up Competitions

MUNI

betweeen sectorsand regions

Project Outlines
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Networking and Staff Exchange
mobility to initiate new collaborations

— Strategy building as the







