TERMS AND CONDITIONS FOR THE USE OF THE "DIGITAL STUDENT CARD" APPLICATION

The use of the Digital Student Card mobile application (hereinafter: the application) is subject to these Terms and Conditions, which, together with the Privacy Policy, user instructions and the applicable regulations of the Republic of Slovenia (Personal Data Protection Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 163/22 and 40/25 – ZInfV-1; ZVOP-2), the Electronic Identification and Trust Services Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 121/21, 189/21 – ZDU-1M and 18/23 – ZDU-1O) and the Higher Education Act (Official Gazette of the Republic of Slovenia [Uradni list RS], No 56/25; ZViS-1)) define the rights and obligations of users.

1. General provisions
By using the application, users enter into a contractual relationship with the Ministry of Higher Education, Science and Innovation (hereinafter: Ministry). Registering or logging in to the application constitutes their agreement to these Terms and Conditions. By logging in and confirming their acceptance, users declare that they understand the Terms and Conditions, are aware of the consequences of using the application and agree to act in accordance with the provisions of this document.
The Ministry reserves the right to amend these Terms and Conditions without prior notice. Any amendments will take effect upon publication of the updated Terms and Conditions within the application or on the Ministry's official website.

2. Definition of terms
The application is a digital tool used to prove student status in accordance with Article 110 of the ZViS-1. It is connected to the eVŠ (the Higher Education Records and Analytical Information System) system and adheres to national and European electronic identification standards. The application's functionality involves integration with the following systems: eVŠ (for obtaining personal data on the user's student status and the enrolment in higher education), SI-PASS (for user authentication) and ESCN Router (for verifying student status at the European level.
An application user is a natural person who is enrolled at a higher education institution in the Republic of Slovenia and holds a valid electronic identity and accesses the application through the SI-PASS system.

3. Purpose of the application and key features
The application's primary purpose is to provide a digital display of the student card, including official study-related information such as the higher education institution, study programme, academic year, mode of study, student status, the identifiers ESCN and ESI . Key features include generating a QR code that enables student status to be verified at both national and European levels.
The application supports the display of multiple study programmes simultaneously, including parallel and double-major studies. All features are available in an offline mode, provided that the data has been successfully synchronised with the eVŠ system beforehand. The date and time of the last update are displayed alongside a clear warning if the data has not been recently synchronised.

4. Use of the application
Users must use the application lawfully and with due care, in accordance with these Terms and Conditions. The application is intended for personal use only. Users must not use the application in any manner that causes harm to other individuals or institutions, or that compromises its functionality. Sharing the application or any of its data with third parties without an appropriate legal basis is strictly prohibited. Furthermore, any technical or functional alteration of the application, interception of the data stream, or use of features such as the QR code for purposes other than those intended is also prohibited.

5. Login and security
Access to the application is provided exclusively through the national SI-PASS system, which ensures verified user identity. Once logged in, the application retrieves the data from the eVŠ system and stores it locally on the device. For enhanced security, users can only access the application if they have activated device security mechanisms, such as a PIN or biometric authentication.
Users are solely responsible for securing their device and access rights. If a device is lost or stolen, or if there is any other form of suspected misuse, users must take immediate action, including removing the app and notifying the competent authorities if necessary.

6. Service availability
The application is generally available without interruption. However, the Ministry reserves the right to temporarily suspend access for maintenance, upgrades, security interventions, or in the event of force majeure. If data retrieval from the eVŠ or SI-PASS systems is temporarily unavailable, the application will continue to operate using the most recently synchronised version of the data. This will be clearly indicated to users.

7. Integration with external systems
Secure connections with external systems are essential for the application to function properly. SI-PASS guarantees secure user authentication, and the eVŠ ensures that study-related data is retrieved and updated. The ESCN Router enables verification of student status at a European level using the ESCN QR code generated within the application. 
Users should note that these functions may occasionally require internet access, and that certain data  is retrieved separately and stored locally on the device rather than within the eVŠ system.

8. Personal data protection
The processing of personal data within the application strictly complies with the privacy policy and applicable legislation. With the exception of photographs   all data originates from the eVŠ system and is not stored on the Ministry's servers. This data is stored locally on the user's device in an encrypted form and it is only accessible after successful authentication.
Users must not disclose or share their personal data with unauthorised persons. The features for sharing the QR code may only be used when there is a legitimate reason to do so, and users are responsible for managing the security of the shared data themselves.

9. User responsibility
Users are responsible for ensuring the accuracy and veracity of all personally uploaded data, in particular photographs. Users must also update the application regularly. The Ministry assumes no liability for any inaccuracies arising from outdated data or failure to synchronise or update to the latest version of the application.

10. Limitation of liability of the Ministry
The Ministry cannot be held liable for any damage incurred by the user as a result of the failure of external systems (e.g. eVŠ, ESCN Router or SI-PASS), technical problems, internet outages or misuse of the application. The content of the application is for informational purposes only. Except to the extent specifically mandated by the ZViS-1, the Ministry does not guarantee the application's uninterrupted, flawless or complete operation.

11. Termination of use
Users may stop using the app at any time by deleting it from their device, which will permanently delete all locally stored data. The Ministry reserves the right to temporarily or permanently restrict or disable a user's access to the application if it identifies any violations of these Terms and Conditions or, or if it suspects misuse.

12. Technical support
Instructions, Frequently Asked Questions (FAQs), and documentation pertaining to the application are available on the Ministry's website: https://www.gov.si/zbirke/projekti-in-programi/digitalna-studentska-izkaznica/ 

13. Final provision
These Terms and Conditions constitute a contractual relationship between the user and the Ministry. The interpretation and implementation of these Terms and Conditions is governed by the laws of the Republic of Slovenia. Any disputes will be resolved by a court with jurisdiction in Ljubljana.

